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Here Is Why You Should
Be Aware of Brazil’s Data
Privacy Law

Nan Sato, Gustavo Coelho, and Fernando Naegele*

In this article, the authors discuss the international implications of Brazil’s
General Data Protection Law.

Companies that collect or process personal data in Brazil—or
from consumers in the country—should be familiar with the Bra-
zilian General Data Protection Law, which has been the country’s
main legislation on the matter since 2020.

Specifically, these companies should note that the law could
have international reach, even if a company was not established in
Brazil and does not directly operate in the country.

Although the applicability is analyzed on a case-by-case bases,
this article provides some background information on the law, as
well as six key scenarios to consider.

The Basics for U.S. Businesses

The Brazilian General Data Protection Law (LGPD) applies
to personal data, which is defined as “information regarding an
identified or identifiable natural person.” It lays out the rules on
data processing, ensuring appropriate security of personal data,
including protection against unauthorized or unlawful processing
and against accidental loss.

Moreover, the LGPD establishes the principles and legal
grounds for data processing in Brazil, the data subjects’ rights,
the processing agents’ obligations, and the sanctions and fines for
noncompliance. It also creates the National Data Protection Author-
ity, which is responsible for providing additional rules on the law.

According to the LGPD, companies need to comply if they
conduct the following activities:
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= Personal data processing operations in Brazil,

» Processing personal data collected in Brazil, or

= Personal data processing activities aimed at offering or
providing goods or services to individuals in a Brazilian
territory or processing personal data of individuals in a
Brazilian territory.

So, what does this mean for your business? Read on for some
examples of when you may have compliance obligations under the
LGPD.

Does the Brazilian Data Privacy Law Apply to
You? Six Scenarios to Consider

My Company Hires a Small Number of Employees in
Brazil Through a PEO/EOR to Perform Services for
Our U.S. Clients. We Do Not Otherwise Have Business
Operations in Brazil

If your company has at least one employee working in Brazil,
even remotely, it will be included in the scope of the LGPD because
the company is processing personal data of an individual located
in a Brazilian territory.

My Company Has Several Independent Contractors in
Brazil Who Serve Our U.S. Clients

The LGPD will probably be applicable in this case. If your
company has at least one individual working as an independent
contractor from Brazil, even remotely, it will be included in the
scope of the LGPD for the same reason explained above.

Even if all your independent contractors in Brazil are business
entities, your company will still likely process some personal data
provided by these contractors regarding their own employees or
subcontractors, for example, such as full names, phone numbers,
and email addresses. Hence, your company would still need to
comply with the LGPD.



2024] Here Is Why You Should Be Aware of Brazil’s Data Privacy Law 199

My Company Hires Employees or Independent
Contractors Who Are Originally from Brazil, But They Do
Not Live in Brazil Anymore. We Do Not Otherwise Have
Employees or Contractors in Brazil, and We Do Not Do
Business in the Country

The LGPD may still apply to your company. If at least one of
these employees or independent contractors was in Brazil when
you collected their data, your company may be included in the
scope of the LGPD because you are processing personal data that
was collected in a Brazilian territory.

My Company Does Not Have Any Employees or
Contractors in Brazil, But We Market Our Products/
Services to Brazilian Customers

If a company sells its goods or provides its services to individuals
in Brazil it will be included in the scope of the LGPD because the
company is processing personal data aimed at offering or providing
goods or services and processing data of individuals in Brazilian
territories.

My Company Provides Its Products/Services Only Online,
Through Its Website, a Marketplace and/or an App Store.
We Do Not Have an Establishment in Brazil

If a company sells its goods or provides its services to individuals
in Brazil, it will be included in the scope of the LGPD regardless of
how these services or goods are being sold or provided.

My Company Provides Products/Services Only to
Businesses in Brazil (Meaning We Are a B2B Operation)

The LGPD will probably be applicable to your business. Even
if your company is business-to-business (B2B), it will likely come
across and process some personal data provided by its clients
regarding their own employees or contractors, for example, such
as a person’s full name, phone number, and email address. Hence,
your company would need to comply with the LGPD, even if it may
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be deemed a “processor” while the Brazilian business is considered
the “controller.”

Beware of Penalties

After an initial period of developing its own structure and
personnel, the National Data Protection Authority started enforc-
ing fines and penalties in 2023. The administrative sanctions that
might be applied range from a simple warning to the partial or full
suspension or prohibition of the activities related to the noncom-
pliant data processing.

The Authority can also enforce simple fines of up to two percent
of a company’s revenue in Brazil for the prior financial year, up to
a total maximum of R$50 million (approximately USD$10 million)
per infraction, as well as daily fines, limited to the same maximum
as the simple fines.

What Should You Do if the LGPD Applies to Your
Business?

Understanding and adhering to the LGPD is crucial for U.S.
companies engaging in any form of business activity that touches
upon Brazilian territory, be it through employees, contractors,
or online commerce. With the global digital economy’s intercon-
nectedness, it is essential for foreign businesses to recognize the
extraterritorial reach of laws like the LGPD.

Ensuring compliance not only mitigates legal risks but also
enhances your company’s reputation for respecting data privacy,
which is a growing concern for consumers and business partners
worldwide.

If you think the LGPD may apply to your business, you should
work with experienced counsel to create a compliance plan and
consider taking the following actions:

» Develop and implement applicable policies, including a
data privacy policy;

= Review and update your agreements with clients, contrac-
tors, and employees to ensure compliance with the LGPD;
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= Map and register the personal data that is being processed;
and
= Assess the need to hire a data protection officer.

* Nan Sato is a partner in Fisher Phillips. Gustavo Coelho and Fernando
Naegele are attorneys with Bastilho Coelho Advogados.
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